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The Heed for Security Clesrarce Procedures

» A vory rosl nesd exists for security clearsnce pracedures
which will protect the visbility of senslitive intelligence
information rocelved bota by meabers of intellipence azencies
snd by ladiviijuals who, In the course of their duties iave
sccess to sucy fnforsation. Soviet and other hostils inteiii-
gence services assign overrviding prierity to pemelratiug
C.6. iatelligence organizations by identifyiny and oxpleirviag
yerscaal vulasrabilltlies and weaknessos of their parsousnei.
Such penetratien can enable tae opposition te identify aud
aeutralize our own iantelligence opsrations; learn what we
know and what we don't koow about opposition c¢apabiliviss
and intentions, galn iasighes emabling the oypesition to
vonfuse and doceive wus; and provide vital infermation
regarding V.5, natioasl policy, military capabilities,
technology, and lutentlous with which intelligesce and
other governusntal personnel become familliar in tae course
of thaly routine work.

The Unitad States Goverument and the Intelligence
Community have, In gast years, establisned & series of
guldeldnes whichk sre the basis for sll security clearaice
procedures . Iodividuals who have gccezs 1o clasgified
information ave fnvestigated and cleared mmuer the steaadlards
set forth in the Act of August 26, 1959, Stat. 478,
Section 102 of the zaticasl Securlty Act of 1147, the
Central Isteliigence Agency Act of 154%, as amcaded; and
Executive Urdars Xo. 18450 of April 27, 1953, as amendod,
Re. 104921 of Uctoboer 13, 1853, as amendsd, znd Ne, 164971
af Neverber 5, 19853, a3 smended. The checks sad bslauces
set forth in these statutes and repulatious are Jdesigned
to henzflt both the appliegat for YU.35. Government a2mplnay-
ment and the interests of the U.B. Guvernment.

in addition to tae foregodag which ayplies to
individuals receiving security clearaaces ir agencias
of the 1.5, Government, the lntellijsace Communiey has
s3tablished clearaunce procedurss relsting te inddvidumis
wWie ave sceei3s Lo cempartsented inforzation. Securavy
requirenents in this area stew from az bircctor of
Central Intelligence Birectlve which establishsd
ucifers persounel security staundards for individusls
raving access to compartweanted infoarastion.
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This Directivs clearly establishes the perscanel security
standards and minimum lovestigative criteria to bo met by
all United Sraites Goverammeant civilian and military persomnel,
government consultants and employews of government con-
tractors, who require access to sensitive compartmented
information or to information which revezls the manaer,
methods and operational details by waich sensitive con-
partnented information is eollected.

In order te comply with the statutes aad regulations
heretofore mentioned, it is necessary to conduct COmpEe -
hensive Investigations of individuals whe have access to
classified fnformation, in order to ostablish their buua-
fides and 8 pattern of contimuity in their lives which
will clearly imdicate that they are who they clalwm te ve.
Additionally, as required by these statutes and regulacions,
such investigations estsblish the unquestioned and undivided
loyalty of these individuals to the United States snd
establish that they are stable and of excollent charscter
and discretion. Such investigations arc designed to
present & caroful and thorough assessment of the individual
to easure the selection of the right man for the job.

This is essential not only in the interests of the
individual aguncies and the government, but in those eof
the individual as well. Hauy people, through no fault of
thelr own, arc subject to latent weaknesses and vulner-
abilities of une sort or another, and it is believed

that it would be a great disservice to them to impose

upon taem burdens for which they are uufitted, perhaps
leading te unfortunate personal consequences as well as

te sericus security damage to the Goverament of the United
States. The procedures in the Cemtral Iatelligeace Agency,
as well as in sany other sgoncies of the Intelligence
Community, for eamsuring the security and suitability of
its personnel have been developod over the years on the
basis of specislized knowledge of the aims and methods

of the opposition, the importance and sensitivity of

the Agency's responsibllities, the best professional
sdvice, and tie cumulative practical experience of a
nusbar of years of management.

In conjunction with the development of stromng
personnel security programs, agencies of the inited
States Government have developed physical asd technical
security prograss over the years. Although it is the
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belief of this Apency that tie stroangest liak in the sgcurity
chaia i3 the security of its persounel, the se¢velopmont ef
paysical storage facilities to protect heard copy classitied
Information end of tecinical capabilities to Jdetset Attowpted
audie pepestritions of oversees iastallations are also
important. larticulariy in the overseas eavironment sisre
opposition inteliigence services nay operate with a freer
agnd, the development snd use of physical security safapuards
such as safes, vaulted aress, perimetsr dighting, military
;ustrds, and the like are wital to trne pretection of classi-
fled inforsation.

Audio peastration finds have shown that the oppogitien
contisues (o attenpt to monitor the conversatioas of 5.3,
officials overaoas, There have been & total of 450 Licldents
of hostile sudie penetration reported by CIA, sther ©.3.
bovernment agencies, and allied countries siace 1945. Tuese
inclidents involved the use of 1672 pleces of sguipment or
devices. It is taerefore zpparent that counter-audie
devices be developed and utilized in an attomyut to discover
and neutralize such activities,

Lastly, it is necessary in all government orzaniziations
having intelligence respousibilitiss to devoelos counter-
intalligence srogrsms. Simce it is kaown that opposition
BeTYices atterpt to peastrate Hoitod States Intelligauce
boedies througa elther physical neans, throuyiz the gv-o tiay
of individusls alrsady employed by these organizations,
or by placing agents within such orpanizations on a lang
range basis, it is vitel to the security-of ocur goveruaeatal
secrets that continulng programs be mounted to discovur
such facts as an extrysse change in an individualts 1ie
style, indica:cions that he or she has unaccounted for
wealth, indications that the individual's stability hus
chenged, indications that the individual is deeply in
debt, or tie llke. 3uch indicaters are established ELroug.:
systewatic rsinvestigation srograus designed to assure
both an sgency and tae individual of the individual's
continued use fulness. The basic responsibilities for
counter-iateliigence work within the United Stutes rosis
with the Federsl Bureas of Investigation if, ia #sct,
information 15 developed during a refuvestigation whic.
would indicato that the iadividusl is cooperating witlh
4 forelgn intelligence sorvics,

In concliusion, 1t =ay be said that intelligence yur-
sonnel and ifniividuals whe have access to inteiligonce
iaformation are net only an attractive target for the
oppesition sarvices, but ia wmany respects TEpresent &
particulariy anccessible ons. Unlike uembers of most
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goversment orgsnizatiens, iatelligence personnel often nust
carry out their demauding sssignments cosmpletely alene and
subject to severe psycheclogical pressures. In these cir-
cumstances, aay latent vulmerabilities and instabilities

of character may come to the surface and b2 detected and
exploited by 2a alert oppesition. It is incumbent, thavefare,
for suy organization dealling ia intelligence matters to
develop personael, physicsl, technical, and counter-
intelligence security programs in order to fully protest

the XNation's secrets.
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Questions asked by the HSC nembers ;and staffers re-
flect
igence work. Probably these views are representative of
general public understanding.
of these in unclassified briefing papers
terms that can be made available for the
necessary for full understanding, we can
addendum to -round out the information. :

public recerd.

For example, Congr intoe the
Soviet penetration of C
Mr. Colby explained our cle
intelligence activities in very general terms.
Congress well might be concerned with this issue in view
the large staffs it is beginning to establish.
& paper setting forth both the need for aznd
cautions that could be taken.
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makes exceptions to standards set by the American Institute
of Certified Public Accountants, and that these eXceptions
are not codified but exist cnly in the minds of auditors.
They feel this is too pliable. While this judgnent reflects
their own inexperience, they will pursus this point with the
members. Please provide a paper which shows the true effect
of any inability on our part to follow strict standards.

Approved For Release 2002/08/21 : CIA-RDP83B00823R000900010024-9



